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What is Privacy?

• Privacy is embodied in fair information practices, which 

ensure:

– Personal information is accurate, relevant, and current;

– All collections, uses, and disclosures of personal information 

are known and appropriate; and

– Personal information is protected.

• Adequate and appropriate privacy protections foster 

trust between the Federal government and the 

American public. 

• Successfully achieving an agency mission depends on 

protecting personally identifiable information from loss, 

theft, or misuse.
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What is Personally Identifiable 

Information (PII)? 

• PII is information that can be used to 

distinguish or trace someone’s 

identity, or – when used alone or in 

combination with other publicly 

available information – can be 

linked to a specific individual. 

• PII can include: 

– Sensitive data, such as medical, 

financial, or legal information;

– “Neutral” information, such as name, 

facial photos, or work address; and

– Contextual information, such as a file 
for a specific health condition that 

contains a list of treated patients.
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Examples of PII include:

- Name

- Social Security number 

(SSN)

- Date of birth

- Mother’s maiden name

- Financial records

- Email address

- Driver’s license number

- Passport number

- Health information
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What is Big Data? 

• The term “big data” is used to describe extremely large 

data sets that may be analyzed computationally to 

reveal patterns, trends, and associations, especially 

relating to human behavior and interactions. 

• Big data is used in multiple industries to maximize 

efficiency and improve services, including health care, 

banking, transportation, and the public sector. 
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Benefits of Big Data in Government

• It is in the public’s interest, and for their benefit, that the 

government makes available its large collections of data to 

individuals and organizations.

– Opening up data to external users exposes it to new systems and 

cultures that are well-suited to interpret the data and make it useful 

to more people and for multiple new purposes.

• Government agencies are best positioned as a major source of 

information and data and private sector actors are well 
equipped to analyze, develop, and adapt information to add 

value. 

– However, government agencies are not always the best equipped 

to make the most of the data they acquire, due to fixed resources 

and finances, so allowing private sector access can improve 

innovation and increase the value of combined public and private 

data sets. 
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Big Data at HHS

• The default setting for data at HHS has changed 

from closed to open.

• This change resulted in the launch of an all new 

HealthData.gov in 2012, the liberation of over 2,000 

datasets to date, and more entrepreneurs solving 

health care problems than ever before.

• For example, the Office of the Chief Technology 

Officer / IDEA Lab harnesses the power of data, 

technology, and innovation to create a more 

modern and effective government that works to 

improve the health of the nation. 
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Precision Medicine Initiative (PMI)

• Precision Medicine is an innovative approach that takes into 

account individual differences in people’s genes, environments, and 

lifestyles, and gives medical professionals the resources they need to 

target the specific treatments of the illnesses we encounter, further 

develops scientific and medical research, and keeps families 

healthier. 

• HHS components NIH, FDA, ONC, and OCR participate in PMI 

implementation, collecting data from U.S. volunteers involved in a 

longitudinal study, developing regulatory approaches for evaluating 

next-generation genomic sequencing techniques, and enabling 

patients to donate their health information for research, among other 

initiatives.

• HHS has established a working group composed of these 

components, as well as other stakeholders within the agency, to 

develop HHS’s PMI Privacy and Security Response Plan and to ensure 

fulfillment of privacy and security principles in PMI activities.
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Health Data Initiative (HDI)

• HDI was established in 2010 in partnership with the Institute 

of Medicine (IOM) to:

– Make health data openly available;

– Disseminate the data broadly across the health and human 

services eco system; and 

– Continuously educate internal and external participants about 

the value of health data. 

• Mission: Improve health, health care, and the delivery of 

human services by harnessing the power of data and 

fostering a culture of innovative uses of data in public and 

private sector institutions, communities, research groups, 

and policy-making arenas. 
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Health Data Initiative (HDI)

• Goals:

– Harness the power of health data to create additional 

value for the nation by helping to unleash the power of 

private-sector innovators and entrepreneurs to utilize HHS 

data resources in the creation of applications, products, 

and services that positively impact health and health care.  

– Help catalyze the emergence of decentralized, self-

propelled “ecosystem” of innovators across America who 

leverage HHS data combined with a wide array of data 

resources. 
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BIG DATA PRIVACY 

CONSIDERATIONS
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Big Data: Risks vs. Rewards

• There is always an inherent risk in using big data.

– True de-identification is be coming continuously more 

difficult to achieve. 

– Aggregating information creates new data sets that 

reveal a composite much greater than the seemingly 

isolated data points from which it originated, 

potentially compromising individuals’ privacy interests. 

– With more information accessible, seemingly useless or 

benign pieces of information may, in combination with 

others, become quite significant. 
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Big Data: Risks vs. Rewards

• There needs to be a meaningful analysis of an 

acceptable level of risk.

– Even when re-identification is possible, data use may 

be worth it if the reward is great enough.

– However, too much risk might leave agencies 

vulnerable to breach and chill public participation in 

big data programs. 

– Agencies need to have a rational conversation, 

documenting the data elements and their sensitivity, 

to make this determination. 
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Big Data: Secondary Use

• Big data often counts as a secondary use of information. 

– Information that was originally collected for one purpose 

(ex: census information) can be leveraged for other uses 

(ex: demographics studies). 

• This raises issues of consent: While individuals may have 

given consent for the primary use, they may not have 

given consent for subsequent uses of their information. 

– Often these subsequent uses are not known at the time of 

collection, so consent cannot be obtained at that time.

• Agencies need to ensure transparency.

– One solution may be to change the current body of laws 

to allow for broad consent for uses of non-sensitive PII.
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Big Data: Breach Response

• Due to the breath of information involved 

with big data initiatives, agencies should be 

aware of the increased risk that the 

information will be breached.

• Even data that has been de-identified has 

the potential to be re-identified and 

therefore can leave agencies and data 

subjects at risk. 
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Big Data: Transparency

• There are various compliance documents that can 

be used to increase internal and external 

transparency in relation to big data, including 

Privacy Impact Assessments (PIAs), System of 

Records Notices (SORNs), data sharing agreements, 

and Paperwork Reduction Act (PRA) Information 

Collection Requests (ICRs).

• All of these compliance documents relate to one 

another and can be tied together in order to 

increase transparency.

– HHS has been working to improve its privacy compliance 
documentation in order to increase internal transparency 

and understanding into its big data initiatives. 
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QUESTIONS? 
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