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What Will We Discuss?

 Overview of predictive analytics tools

 Practical applications of these tools for information 

governance

 Potential benefits that can transform operations, elevate 

the visibility of IG within the organization

 Demonstrate how IG teams can innovatively add value



Introductions!



IG – The Foundation



Information Governance

An enterprise-wide approach to the management and protection of the Firm’s client and 

business information assets.

An effective IG Program:

 Enables lawyers to meet professional responsibility regarding client information;

 Recognizes an expanding set of regulatory and privacy requirements that apply to firm and client 

information;

 Relies on a culture of participation and collaboration within the entire firm.

With IG, firms are better able to mitigate risk, improve client service through increased lawyer 

productivity and reduce the cost of managing the information needed to support the efficient 

delivery of legal services.  

2012 A Proposed Information Governance Framework, Law Firm Information Governance Symposium
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Before The How – Know The Why
 Mitigate Risks

 Meet ethical obligations

 Respond to litigation appropriately

 Comply with legislative, regulatory and client-imposed mandates (including privacy/security)

 Protect know-how/intellectual property

 Reduce Costs
 Spend less on information storage and retrieval (paper and electronic)

 Minimize expense to collect, preserve and produce during litigation/discovery 

 Lessen insurance premiums (benefit of compliance)

 Improve Efficiencies
 Improve client service

 Increase productivity

 Create a foundation to build defined workflows to support legal teams

 Competitive Advantage
 Client security requirements

 Provide unique offerings
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Framework
 Establish Standards/Policy

 Recognize that the official record is electronic (assuming jurisdiction does not specify paper)

 Store information in a firm-approved system or record-keeping repository

 Classify information under the correct client/matter/administrative code

 Conform all lines of business systems and practice group applications to IG standards

 Retention & Disposition

 Disposition information when it reaches the end of its legal and operational usefulness

 Control the unnecessary proliferation of information

 Security/Authenticity

 Secure client and firm confidential/personally identifiable information

 Confirm the authenticity and integrity of information

 Compliance

 Comply with subpoena, audit and lawsuit requests for information

 Ensure third parties who hold client or firm information comply with the firm’s IG standards

 Training/Awareness

 Educate all firm citizens regarding their IG duties and responsibilities
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IG Principles



Predictive Analytics & AI
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What’s the Buzz?



Using Predictive Technologies

Software “that use[s] 

sophisticated algorithms to 

enable the computer to 

determine relevance, based 

on interaction with (i.e., 

training by) a human 

reviewer.”

 Da Silva Moore v. Publicis, 2012 U.S. Dist. 

LEXIS 23350 (S.D.N.Y. Feb. 12, 2012) (Peck, 

J.).
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How Does It Work?
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How Does it Work in Practice?



Merges Categorization Methods
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Backed Up by Real Breakthroughs



Virtual assistants

Natural Language Processing

 Siri

 Alexa

 Google Home

 Google Translate

 Basically ALL smartphones… 15

Image-based searching

Visual Pattern Recognition

 Google Images

 Google Photos

 Facebook

 Law enforcement

Self-parking cars

Autonomous technology

 Manufacturing

 Retail (new Amazon store)

 Robots at Disney

We’re Already Immersed



Development and Adoption of Tools Accelerating

 Generally due to:

– Proliferation of data

– Increasing computing power

– Open-source algorithms

 And specifically in law:

– Relevant tools are now available (“narrow” AI for legal work)

– Lawyers’ role in ethics and application of AI
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Further Narrowing the Definition of AI

 Using technology to do a task that previously required 

some level of human intellect to complete.

 In the legal field, “AI” is used as short-hand for new or 

innovative technology that can change the way 

lawyers do their jobs and the services we offer our 

clients.
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Using Tools For Clients

 In advising on high-tech / AI matters (Fintech, IP, etc.)

 In response to fee pressure

 In meeting client demands for efficiency and improved 

service models

– “Please outline any innovation which your firm could introduce 

which might facilitate Service/Commercial improvements … 

including artificial intelligence capability, that will assist in 

differentiating your firm from your competitors”
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What Tasks Can Be Automated?

 McKinsey: “Where machines could replace humans – and where they can’t”
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https://public.tableau.com/profile/mckinsey.analytics#!/vizhome/AutomationBySector/WhereMachinesCanReplaceHumans


Automation of Legal Tasks

 Until recently, automation opportunities have been 

limited, but it is reaching a level where we can expect 

applications and use to grow rapidly. 

 The nature of our work means we often have to complete 

labor-intensive tasks. That’s why AI’s ability to recognize 

patterns, in documents in particular, is seen as a potential 

game changer.
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Market of Legal Tech Providers



What Are Some Firms Already Doing?

 Freshfields says in using Kira it has seen efficiency gains 

of between 40 and 70%

– Kira also used by Clifford Chance; DLA Piper; Bruckhaus 

Deringer; Norton Rose Fulbright; Slaughter & May; Allens

Linklaters; Bryan Cave; Chapman & Cutler; Davies; Fenwick & 

West; Latham & Watkins; King & Wood Mallesons; O’Melveny; 

Polsinelli; Torys; Wilson Sonsini Goodrich & Rosati
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Law Firms Using Some Sort of AI

 Addleshaw Goddard

 Akerman

 Akin Gump Strauss Hauer & 

Feld

 Allen & Overy

 Allens Linklaters

 Baker Donelson

 BakerHostetler

 BLP

 Bryan Cave

 Clifford Chance

 Corrs Chambers Westgarth

 Crowell & Moring

 Davies

 Davis Polk

 Dentons

 DLA Piper

 Fennemore Craig

 Fish & Richardson

 Foley & Lardner

 Freshfields Bruckhaus 

Deringer

 Greenberg Traurig

 Hall & Wilcox

 Hive Legal

 Houthoff Buruma

 Hunton & Williams

 Husch Blackwell

 K&L Gates

 King & Wood Mallesons

 Kirkland & Ellis

 Latham & Watkins

 Linklaters

 Littler Mendelson

 McCann FitzGerald

 MinterEllison

 Morgan, Lewis & Bockius

 Norton Rose Fulbright

 O’Melveny

 Paul Hastings

 Pinsent Masons

 Polsinelli

 Proskauer Rose

 Riverview Law

 Salazar Jackson

 Slaughter & May

 Taylor Vinters

 Torys

 Vinson & Elkins

 von Briesen & Roper

 White & Case

 Winston & Strawn
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Analytics and AI in the Law Firm

 AI will not replace lawyers in providing legal advice, but it will 

certainly make our lives easier, helping us perform repetitive 

tasks more quickly, consistently and accurately

 Benefits outweigh the risks: although these are still new 

technologies there will be significant evolution of 

functionality over the next few years

 Encourages us to become more tech-savvy will also help us 

to develop more diverse skill sets. 
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Some Examples of Proofs of Concept

1. Automation of first draft Standard Form / Opinions 

2. Analytics for Proofreading

3. Collaboration on Prospectuses

4. Automation of Due Diligence review in Transactions

5. Data Analytics for Matter Management

6. Issues Analysis for Trade

7. Data Analytics for Legal Research

8. Automation and Analytics in Support of Information Governance
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IG & AI/Analytics



Opportunity or Challenge?  You Decide

 Years of information overload build 

up

 Many different systems used from 

e-mail to file shares, from portals to 

content management systems

 No one ever cleans up when they 

leave

 Challenges in getting buy-in from 

upper management
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Humans Aren’t Good at Classification

28

Manual categorization has an average 

accuracy of only 60%



5-Second Rule
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Source:  Council for Information Auto-Classification, The Information Explosion:  How Organizations are Dealing with It (Oct. 2011 

(available at http://www.infoautoclassification.org/survey.php))



Existing Tools Are Not Enough

 No one content repository meets all needs

– DMS, RMS, Litigation Support, Extranets, Portals, etc., etc., etc.

 The nightmare of e-mail

– Employees live in their e-mail systems (i.e. Outlook, etc.)

– E-mail systems are is not designed to be a records management solution

– Archive

 Not designed to easily address information lifecycle management

 Legal and regulatory landscape is changing rapidly



Routine IG Tasks

 Retention & Disposition

 Legal Holds/Protective Orders

 File Transfers/Lateral Movement

 Knowledge Management 

(KM)/Precedents

 Business Intelligence (BI)

 Security/Monitoring/Auditing

32



33



Why Predictive Analytics?

Predictive coding and analytics solutions provide a 

methodology that can be implemented as part of an IG

program to aid in the organization and classification of data 

for the purposes of protecting the organization in a proactive 

manner providing efficiencies for the business.
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Proactive AND Practical

 Utilizes tools to create proactive filing of information 

during its lifecycle

 Can assist with a historical classification of information

 Can be categorized by workflow requirements by 

application

 Has de-duplication capabilities

CAVEAT – up front investment in time required. 35



Opportunities

 Leverage technology to support human work

 Even “low tech” auto-classification can be very effective 

at identifying certain sensitive information types

 Apply lessons learned in e-discovery

 Effective for “early warning” systems



Improving IG with Technology
 Go forward; look back

 Utilize technology to break down traditional information silos

 Key issues to consider:

– Types of records

– Variety of storage media

– Regulatory sprawl

– Data protection laws

– International considerations

– Accessibility to end users

– Legacy data stores



How Is It Being Used?

Data remediation

Classification in 

repositories

Classification upon 

creation

38



Information Lifecycle Management

 Managing Records

– Assign retention periods based on machine classification

– Ability to manage in place, and know what’s being managed

 Accessing records

– Enhanced search using text and concept based search

 Automated disposition according to retention schedule



Existing & Legacy Content

 Classify existing records

 Identify and secure sensitive information

 Remediation of stale or unnecessary information

– Reduce unnecessary retention (ROT)

– Reduce storage and litigation costs

– Reduce legal and compliance risks

– Create business value



Looking Ahead

 Active and newly created records

 Potential compliance functions

– Enhancing security of sensitive data

• Segregation

• Access controls by user, content type, or other criteria specific to individual records

• Anonymization, redaction and expungement

– Surveillance and “early warning” systems

– Automated legal holds, disposition upon expiration, and other handling



KM, Precedents, Intellectual 
Property and Business Intelligence

 Identifying information for longer term use

 Securing private or sensitive information, such as trade 

secrets, etc.

 Leveraging organizational knowledge and mining the big 

data for strategic decision making and competitive edge
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Assessing Additional Opportunities

 Onboarding – Client File Intake

 Off-boarding – Client File Transfers and Lawyer Information

 Identification of Vital and/or Historical Records

 Email Management

 Archives

 Litigation Holds & Protective Orders

 Protective/Destruction Orders

 System Monitoring

 Intellectual Property and Knowledge Management

 Security and Privacy
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What’s Good for the Goose?

 Leverage lessons from e-discovery and trends in judicial 

opinions and decisions

 Acceptable to use PC and technology assisted review 

(TAR) for early case assessment to cull down inordinate 

amounts of data

 Do your research.  Become a subject matter expert.
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Getting to Green Light

 Identify stakeholders

 Seek buy-in from IG Board or related firm leaders

 Identify size, cost and risk of unstructured data

 Promote effectiveness

 Knowledge Management

 Partner with eDiscovery, Practice Support and Document Review Teams

 Know what outcomes you desire
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Information Governance Reference Model

47



Desired Outcomes
 Increased end user productivity

 Compliant Records/IG Program 

 Managed IT-related costs

 Transparency

 Increased collaboration

 Better support decision making and analysis

– Due diligence

– Mergers & acquisitions

– Predict/anticipate behaviors
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Considerations

 Understand Roles

– Business, IT, Risk and Compliance

 Identify Key Objectives

 Consistent Policy Application

 Understand Options

– Different Tools for Filing & Searching
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Selling the Vision

 Subject matter expert

 Define risks

 Provide statistics

 Cost/benefit analysis

 Collaboration opportunities

 Navigating the politics

 Find champions

 Identify a sample use study

 Leverage “The Principles”
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Key Requirements

 Skilled experts

 Robust data sets

 Shared expectations of effectiveness

 Analytics/predictive tools are not a panacea/manage 

expectations
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Questions to Ask

 Are there tools already in house that can be utilized?

 Do I need to investigate, explore, and identify new 

solutions?

 Would a proof of concept help introduce these 

technologies as an IG aid?
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Moving Ahead – Getting Started

 Engage all stakeholders

 Determine whether external support is necessary

– Outside counsel?

– Consulting Firm?

– Technology provider?



Moving Ahead

 Consider maturity of IG within your organization.  Think 

strategically.  Focus on value propositions.  LOOK FOR 

OPPORTUNITY

 Identify a starting point; assemble steering committee; set 

project milestones and goals

 Measure, evaluate, adjust



Moving Ahead – Training the System

 Dedicated IG person to oversee; responsibilities clearly defined

 Identify and procure relevant IT support

 Devise training parameters and criteria

 Include subject matter experts and business unit representatives

 Validation and control

 Benchmarking
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Where To Learn More?

Order Here:

https://shop.americanbar.org/ebus/st

ore/productdetails.aspx?productid=2

64420719

https://shop.americanbar.org/ebus/store/productdetails.aspx?productid=264420719
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